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SAZETAK

U sklopu ovog diplomskog rada izraden je sustav za autentifikaciju s dvostrukim faktorom.
Sustav se sastoji od web i Android aplikacije, te omogucéava koriStenje autentifikacije s
dvostrukim faktorom prema memorandumima RFC 4226 i RFC 6238. Svaki korisnik nakon
registracije na web stranicu moze ukljuciti autentifikaciju s dvostrukim faktorom za bolju zastitu
svog korisnickog raCuna. Prilikom aktivacije korisniku su prikazane sve upute i link za
preuzimanje Android aplikacije, koja stvara jednokratnu zaporku potrebnu za koriStenje
autentifikacije s dvostrukim faktorom. Kako bi se sprijecile neugodnosti korisnika prilikom
prijave u svoj korisnicki racun, za aktivaciju autentifikacije s dvostrukim faktorom potrebno je
upisati ispravnu jednokratnu zaporku, stvorenu pomocu Android aplikacije, za taj korisnicki
racun.

Kljuéne rijeci: autentifikacija s dvostrukim faktorom, web, Android, memorandum, RFC

4226, RFC 6238
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ABSTRACT

System for the two factor authentication was created as a part of this graduation paper.
System consists of web and Android application and allows usage of two factor authentication
following the RFC 4226 and RFC 6238 memos. After registration on the website, every user can
turn on the two factor authentication for the better protection of her or his own user account. All
the instructions and download link for the download of the Android application, which creates
the one-time password needed for two factor activation, are shown to the user during the
activation process. To prevent user inconvenience with logging in to her or his own user account,
for the activation of two factor activation, it is required to enter correct one-time password,
created with the Android application, for that user account.

Keywords: two factor authentication, web, Android, memo, RFC 4226, RFC 6238
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