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SAZETAK

U danasnjem modernom svijetu gdje je sve udaljeno samo par klikova miSem, naSa
sigurnost je postala ugrozena. Privatnost se sve viSe narus$ava, a osobni podaci se neovlasteno
koriste u razne kriminalne svrhe. Da bi se to onemogucilo sve vecu upotrebu ima kriptografija,

nova grana znanosti koja se neprestano razvija usporedo s tehnologijom.

Kriptografija omogucuje zastitu podataka upotrebom digitalnih potpisa i certifikata,
Sifriranje e-poruka i dokumenata koji se Salju nesigurnim komunikacijskim kanalima, za
elektronicko placanje 1 jo§ u mnoge druge svrhe. Da bi prijenos podataka bio §to sigurniji putem
Interneta, razvijeni su razliCiti algoritmi koji Sifriraju podatke. Tim algoritmima su potrebni

kljucevi za Sifriranje koji se sastoje od slucajnih brojeva.

Generator slucajnih brojeva je racunalni ili fizi¢ki sustav dizajniran za generiranje niza
brojeva koji se pojavljuju slucajno. Prave slucajne brojeve je teSko dobiti, zato Sto su racunala
koja generiraju slu€ajne brojeve deterministicke prirode. Pravi sluc¢ajni brojevi u svakodnevnome
Zivotu se javljaju samo u prirodnim pojavama i situacijama koje je nemoguce predvidjeti.
Upotrebom racunala mogu se dobiti pseudoslucajni brojevi ¢ije je glavno svojstvo da budu Sto
viSe sli¢ni pravim slucajnim brojevima. Da bi se dobio zadovoljavajuéi niz brojeva, koriste se
generatori  pseudoslucajnih brojeva. Svaki generator ima svoj odgovarajuéi algoritam, te su
ovdje obradeni najces¢e koristeni LCG, RSA, ANSI X9.17 i BBS algoritmi. Da bi provjerili
sluc¢ajnost dobivenog niza koriste se standardizirani testovi, a neki od najrasprostranjenijih su
ovdje opisani, kao §to su Hi kvadrat test, Kolmogorov-Smirnov test, skup empirijskih testova, te
posebno osmisljeni skupovi testova DIEHARD 1 NIST. Ovi testovi eliminiraju loSe a potvrduju
potencijalno dobre algoritme za generiranje pseudoslucajnih brojeva koji ¢e se kasnije koristiti

kao kljucevi Sifriranja u kriptografiji.

Kljucne rijeci: generatori slucajnih brojeva (RNG), generatori pseudosluc¢janih brojeva (PRNG),
Linearni kongruencijski generator (LCG), RSA generator, ANSI X9.17 generator, Blum- Blum —

Shub generator (BBS), standardizirani testovi, Hi kvadrat test, Kolmogorov — Smirnov test.
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ABSTRACT

In today's modern world everything is at reach of a couple of mouse clicks, but our
security has become compromised. Privacy is often violated and personal information is used
without authorization in various criminal purposes. In order to prevent that, cryptography is
increasingly being used: a new branch of science that is constantly evolving along with

technology.

Cryptography enables data protection by using digital signatures and certificates; by
encryption of emails and documents that are sent via insecure communication channels; in
electronic payment, and in many other ways. Various data encrypting algorithms have been
developed to make data transfer through the Internet as safe as possible. These algorithms

require encryption keys, which are composed of random numbers.

Random Number Generator is a computer or a physical system designed to generate a
series of numbers that appear randomly. True random numbers are difficult to obtain, because
the computers that generate random numbers work in a deterministic mode. In everyday life, true
random numbers appear only in natural phenomena and in situations that are impossible to
predict. Using computers, only pseudorandom numbers can be obtained. Their main feature is
being as similar to real random numbers as possible. In order to obtain a satisfactory set of
numbers, the pseudorandom number generators are used. Each generator has a matching
algorithm. Here are mentioned the most commonly used LCG, RSA, ANSI X9.17 and BBS
algorithms. To check the coincidence obtained, a series of standardized tests are used. Some of
the most common ones are described here, such as Chi-square test, Kolmogorov — Smirnov test,
a set of empirical tests, and specially designed sets of tests DIEHARD and NIST. These tests
eliminate the bad and confirm potentially good algorithms for generating pseudorandom

numbers that will be later used as encryption keys in cryptography.

Key words: random number generators (RNG), pseudorandom number generators (PRNG),
linear congruential generator (LCG), RSA generator, ANSI X9.17 generator, Blum- Blum —

Shub generator, standard tests, Chi squer test, Kolmogorov — Smirnov test.
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